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Legal Services Privacy Notice

Why we collect information about you
We may collect information for the following reasons:
· To manage legal cases including:
· Criminal & civil litigation
· Debt collection
· Preparation of contracts for various events
· Housing possessions
· Right to buy/right to acquire
· Right to buy
· General conveyancing transactions
· Residential lease extensions
· Tenant enquiries
· Housing possessions
· Planning matters including planning enforcement
· To answer Freedom of Information and Data Protection requests and complaints
· To answer general enquiries from the public

We are allowed to use your data for the purposes of providing legal advice to the council and for the exercise or defence of legal claims in relation to various matters including:
· Planning
· Environmental and public protection
· Licensing
· Civil and criminal Litigation
· Employment
· Commercial
· Property
· Local government

We may use advanced technologies, including artificial intelligence, to assist in drafting/reviewing documents and for general research purposes, among other things. All outputs are subject to professional oversight and validation by qualified staff before being finalised. AI will not be used for making any automated decisions or for marketing purposes.

What information do we collect about you?
We collect personal data such as name, address, contact details, bank details and any recorded criminal history that relates to the case/matter.

Our legal basis for processing personal data includes:
· Comply with legal requirements
· Perform a contract
· Perform a task carried out in the public interest

Our legal basis for processing special category personal data includes:
· In accordance with your consent
· To establish, exercise or defend legal claims during the course of providing legal services to the Council
· Perform a task for reasons of substantial public interest

Who do we share the information with?
· HM Courts and Tribunals Service
· National Regulators e.g. Information Commissioner’s Office, Investigatory Powers Commissioner’s Commissioner.
· Legal representatives of other parties.
· Expert witnesses.
· The Police and other crime enforcement agencies.
· Other public authorities e.g. councils, government departments (HMRC, DWP, Immigration etc.).
· Local Government and Social Care Ombudsman.
· Planning Inspectorate.
· Insurance companies.
· Statutory consultees e.g. Gloucestershire County Council
· Deputies appointed by the Court of Protection and Attorneys appointed under Lasting Powers of Attorney
· Land Registry.
· HMRC.
· Debt collectors.
· Union representatives (with consent).
· Elected Members & MPs (as your representative).
· Contractors providing IT services.

Is any information transferred to or stored on servers based outside the European Union?
No information is transferred to or stored on servers based outside the European Economic Area (EEA). Where data is processed in this way, information will be provided to you.

How long do we keep your information?
We delete your information when it is no longer reasonably required for the purpose for which it was collected and we keep your information in accordance with a retention and destruction policy.

Who do we collect information from?
From relevant officers and from the organisations and bodies set out in this Privacy Notice. .

What are the consequences if we do not collect the data?
The council will be unable to fulfil its statutory obligations and legal requirements.

Are any decisions about you made by automatic means?
No decisions are made about you by automatic means. Where decisions are made in this way, you will be provided with relevant information.

Your rights as a data subject
By law, you have a number of rights as a data subject which include:

· Request access to your personal information (commonly known as a “data subject access request”). This enables you to receive a copy of the personal information we hold about you and to check that we are lawfully processing it.

· Request correction of the personal information that we hold about you. This enables you to have any incomplete or inaccurate information we hold about you corrected.

· Request erasure of your personal information. This enables you to ask us to delete or remove personal information where there is no good reason for us continuing to process it. You also have the right to ask us to delete or remove your personal information where you have exercised your right to object to processing (see below).

· Object to processing of your personal information where we are relying on a legitimate interest (or those of a third party) and there is something about your particular situation which makes you want to object to processing on this ground.

· Request the restriction of processing of your personal information. This enables you to ask us to suspend the processing of personal information about you, for example if you want us to establish its accuracy or the reason for processing it.

· Request the transfer of your personal information to another party.

All information is processed in accordance with Tewkesbury Borough Council’s data protection policy.

If you wish to review, verify, correct or request erasure of your personal information, object to the processing of your personal data, or request that we transfer a copy of your personal information to another party, please contact the council’s Data Protection Officer in writing at dpo@tewkesbury.gov.uk, or via post to:

Tewkesbury Borough Council Public Services Centre Gloucester Road Tewkesbury
GL20 5TT

If you are unhappy or wish to complain about how your personal data is used, you should contact Tewkesbury Borough Council’s Data Protection Officer in the first instance via email at dpo@tewkesbury.gov.uk.

If you are still not satisfied, you can complain to the Information Commissioners Office. Their website address is www.ico.org.uk and their postal address is:

Information Commissioner's Office Wycliffe House
Water Lane Wilmslow Cheshire SK9 5AF
Security

We use appropriate technical, organisational and administrative security measures to protect any information we hold in our records from loss, misuse, and unauthorised access, disclosure, alteration and destruction. We have written procedures and policies which are regularly audited, and the audits are reviewed at senior level.
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